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O6cyanm cerogHs 2

— CoTpyAaHuKn, ypaneHka n
COVID-19: HoBble yrpo3bi

— UYT0 caenaTb npsamo cenvac

— Kak Hape>XHO HayunTb
COTPYAHUKOB paboTaTb
6e3onacHo, a cnegoBaTenbHO,
aPpPeKkTMBHO




KAK COVID-19 BIIUAET HA CTWUI1Ib PABOTbl POCCUAH

UCnonbayroT
JINYHYIO MOYTYy
ANA pelueHns
ctanu Gonble pabortaTtb pabounx
BOMNpPOCOB

]

!

& YnTarwT
—_—

HOBOCTMW OHNauH

Ha yCTpOUCTBaXx,
KOTOpble UCMNONb3YKT
abopaTopueit Kacnepckoros anpene 2020 rona. Onpotuero 6016 COTPYAHKKOB MO BCBMY MUY ana pa60Tb|

s

MOryT Yaule 6biBaTb C
cemben n 6onblue
BpeMeHM NnocesLllaTh
NUYHBLIM Zenam

cTanu donblue YyntaTb
HOBOCTEN

*Mcenenosanne «Bnuadwe COVID-19 Ha cTunb paboTol» NpoBeeHo «J

obuwatoresa no paborte
B MecceHaxepax,

He ogobpeHHbIX IT-
otaenamu




Ctano nun 6esonacHemn XXutb?

5 O 0/ KomnaHuii, koTopble paspelualoT COTpyAHMKaM
o paboTaTb C INYHbIX YCTPOMCTB, HE UMEIOT NONUTUK

nx ncnoJjib3oBaHus

320/ KomnaHwuin o6ecneunnn ycTaHOBKY aHTUBMpPYCa Ha
° NU4HbIX ycTpoiicTBax. Micnonbayembix B paboumx
Lensix
2 70/ COTPYAHMKOB Nonyunnn GULLIMHIroBble NUCbMa, rae h
o OCHOBHoW Temoi 6611 COVID-19

5 30/ ucnonb3ytoT VPN npun pa6oTte nz goma
o
730/ He npoxoannu Hukakoro o6y4eHns B obnactu
o obecneyeHns HGopMaLMOHHO 6esonacHoCTU

paboTbl Npy Nepexope Ha yaaneHKy







K yemy aTo npmBognT - oUMBGKN COTPYAHMNKOB CAIMLLKOM A0OPOro obxoparca 6busHecy

— pa)ke B KMUpPHoEe» Bpems

14,3 mnH p.
ANS KPYMHbIX NpeanpusaTnin

CpepnHnii ywiep6 oT ycrneLuHom
aTakw, B T.4. BbI3BaHHOW
HeyMBbILUMIEHHbIMY onbKkamu
COTPYAHNKOB *

4,5 MIH p.
ona cermeHta CMb

CpepHuii yuiep6 oT ycnewHoi
aTakw, B T.Y. BbI3BaHHOW
HeyMBbILUNEHHBIMW onBKamn
COTPYAHNKOB *

33%

pOCCUIACKUX opraHn3aumin

XoTq 6bl pa3 3a rog, CTONIKHY/IUCb C
VHUMAEHTaMK, CBSI3aHHbIMW C
HeHapgeXKalluym Ncnonb3oBaHNEM
NT-pecypcoB coTpyaHuKamm *

» $400

Ha COTpYyAHUKa 3a rop,

CpepnHue noTepu KoMnaHuii ot
¢uwwmHra (6e3 yyeTa npoumx
BEKTOPOB aTak) **
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Korpa Hape>HbI naponb cTaHOBUTCS $pakTOPOM HaLMoHanbHon 6e3onacHocTun

Wcnonb3ayinTe HapeXxHbliA naponb
KO BCeM cpefacTsam AenoBon
KOMMYHUKaUNN — N He
pasrnawanTe gaxe 4actu
KOH$MAEeHUMaNbHbIX AAaHHbIX

Good news for anyone who was hoping to join the meeting but had mislaid
the Zoom meeting ID.

But bad news for any mischief makers hoping to take advantage — the
Zoom meeting is password-protected. Thank heavens for that.

Let's hope it's a strong password, that's hard to guess.

Boris Johnson inadvertently reveals the UK
Government's Cabinet Meeting Zoom 1.D. on
Twitter

W Zoom Meeting ID: 539-544-323

—— -

5 o

R aavie ¢

- ‘&3‘_ S n
. "&4 .,

Boris Johnson's Zoom meeting. Click for larger version




BpenoHoc-wnuoH AZORult amynupyeT kapTy YHuBepcuteTta [xoHa XonkuHca
(yepes .exe-daiin)

@ Coronavirus COVID-19 Global Cases by the Center for Systems Science and Engineering (CSSE) at Johns Hopkins University (...

TposiH cobupaeT uHpopmauuio, xpaHsLytocs B 6paysepax: cookies, fotel Deaths TotalRecovered
ncrtopumd noceLLl,eHI/Iﬁ CTpaHunu, VUJ,eHTVld)VIKaTOpr |'|OJ'|b3OBﬂT9T||7|, 44 1 56
naponu, KNoUn OT KPUNTOBAMOTHBIX KOLLENbKOB 12428 deaths 76 40
Confirmed Cases by 9 053 deaths
Country/Region/Sovereignty Spain Spain
us 3523r Germany
Italy P 3 193 deaths
Spain Yo Bk Hubei China ltaly
China 3|D‘36 Iran
Germany 2352
France United K France
1 173 death
Iran AFRICA Netherla us
United Kingdom 1096 deaths
Switzerland
Belgium . N
Netherlands N K
a
-..
3awuTa: cCTaBUTb aHTUBUPYC U S

He CTaBuUTb exe-¢aibl



Mpuno>xeHne COVID19 Tracker cuntbiBaeT naponb oT TenepoHa u 6noknpyeT Bxopa, Tpebys Bbikyn

Bakaop, BbiImoraTesnb

3awuTa:

- 6akan

- He CTaBUTb HEU3BECTHbIE
NPUNOXXeHNs

- OTOEeNbHO 3awumwaTb
KoprnopaTuBHYo UHOpMaLMIO Ha
ycTpoWcTBax

YOUR PHONE IS ENCRYPTED: YOU HAVE 48 HOURS TO PAY 1008 in BITCOIN OR

EVERYTHING WILL BE ERASED

1. What will be deleted? your contacts, your pictures and videos, all social media
ts will be leaked publicly and the phone y will be c¢ I

erased

2. How to save it? you need a decryption code that will disarm the app and

unlock your data back as it was before

3. How to get the decryption code? you need to send the 100$ in bitcoin to the

adress below, click the button below to see the code

NOTE: YOUR GPS IS WATCHED AND YOUR LOCATION IS KNOWN, IF YOU TRY

ANYTHING STUPID YOUR PHONE WILL BE AUTOMATICALLY ERASED

P

10



Mncbmo 9Ko6bbl OT pYKOBOACTBA NpeasiaraeT 03HaKoOMUTLCS ¢ MHopMaLumen — n BopyeT

yueTHble 3anucu Microsoft

OuwnHr
BopoBcTBO akkayHTOB

3awuTa:

- YMeHue pacnos3HaBaTb
PrwnMHr

- NOJO3PUTENBHOCTb NpKY
BBOJE JIOrviHa 1 napons

20 TbhiCca4

CTYAEHTOB N COTPYAHNKOB aMepPUKaHCKUX
BY30B NMony4viv GuLLNHroBoe NUCbMO SIKOObI
OT PYKOBOACTBA C Npocbboin BBECTU NIOTVH N
naposb OT yuyeTHoii 3anucum Microsoft

n

Hi I

Kindly check the Latest information about COVID-19 [Corona Virus]

https:waw._.edu!contenticovid-‘I 9-coronavirus-information.pdf

The Trustees of _ University | Health Team




Kpome Toro — nogaenka nucem ot cny>6 focTaBKM....

12

CoobleHKe

Carrier:

M7 03.04.2020 15:03

Custorner Service <customer@
Order Arrival Notification

Eomy Recipients

B8 infozip (465 KéaiiT)

CUSTOMER,

Zales Order Mumber: Check attacthment
Arrival Date: 04/02/2020
Tracking Number(s): Check attacthment

L.Come

Your Package Has Arrived!

*¥ou are receiving advanced ship neotifications for erders placed with ws.. If you prefer not to receive these shipment netifications, please foward this email to unsubscribe(@

Your package has reach our warehouse and due to coronavirus outhrealk, you will need to come to our warehouse to get it, check the attactment for details.

SCotn




Kpome TOro — nopapesika nmcem ot CJ1Y)K6 AOCTaBKM....

Cp 01042020 0:37

EXPRESS «shipping@  .com»>

Cargo Arrival Moticell

Komy . O

_ | Arrival Notice.jpg.ace (24 KeaifT)

Cur Dear Custorner,

Urgent_ ¥ our shipm ent arrived our regonal Office on 30th, however the details provided for dispatch are incomplete pls check.

WS o

kindly see attach documment and resend us corrected details for Tracking your address, to enable us proceed with Dispateh before goverm ent lock down, prior to the Coronavirus pandemic precautionary major.
¥ ours Bincerely,
Custom er Service Officer

EXPRESS
supp ottE@ e otldwide ine

13



. gaxke uenbiXx canTtos

B English

Press Careers About Us

Parcel & eCommerce  Logistics  Mail

Express

E23456/78

We're Living Sustainability

Find out more about what we are doing
with regard to sustainability issues.

Read More >

About Us

[ Services

Industry Sector Solutions

Supply Chain Solutions A

Freight Transportation A

Express Services ~ Parcel & eCommerce A

Excellence. Simply delivered.
Internatio liver
repairs, to storage; mail deliveries worldwide; and other customize:
connect people and improve their |

global freight forwarding by air, sea, road and rail, warehousing solutions from packaging, to
services —with everything we help

Read more

X, Contact Center 4% m Worldwide

|

(4] Worldwide

Choose a location v

Express |Logistics
- Track Your Shipment

Enter tracking number(s)

Track up to 10 numbers at a time.
Separate with a comma () or return
(enter).

> More Tracking Options
Ship Online
7 Get Rate and Time Quote

> Find apmm Service Point
Location

Find a Service

/\ covid-19 Updates

> Express Emergency Situation
Surcharge

2View updates from
Group Coronavirus task force

(@ important Information

> Important Info and Service Alerts
> Shipping Lithium Batteries

We use cookies on our website. Cookies are used to improve the functionality and use of our intemnet site, as well as for analytic and advertising purposes. To learn more about

cookies, how we use them and how to change your cookie settings find out more here. By continuing to use this site without changing your settings you consent to our use of
cookies

SR Engish |, Contact Center Worldwide
Express Parcel & eCommerce Logistics Mail Press Careers About Us

192345678

& '™ Worldwide

We're Living Sustainability

Find out more about what we are doing
with regard to sustainability issues.

Read More »
=2 Enter tracking number(s)
N TN

Track up to 10 numbers at a
time. Separate with a comma (,)
or return (enter).

Express Logistics

- Track Your Shipment

8 services About Us

P P e

Industry Sector Solutions

> More Tracking Options

_— S ( “_- 5 Ship Online
i {
( A /) I | = = - ) 7 Get Rate and Time Quote
e
Freight ~  Supply Chain » > Find a mm Service Point
Express Services ~ Parcel & eCommerce A Transportation Solutions Location

Find a Service

Excellence. Simply delivered. R
il o /) Covid-19 Updates
> Express Emergency Situation
Surcharge
2View updates from
Group Coronavirus task force.

and rail; w

rs, to g
nect people and impr

Read more
(@ mportant Information

> Important Info and Service Alerts
> Shipping Lithium Batteries

s s Group






SawwmTta pomawHux wi-fi ceten

Cpenarb:

Wcnonb3ayiite 3awmdpoBaHHOE No
ctaHpapTy WPA2 coeanHeHune

YcTaHOBUTE Ha AOCTYN K poyTepy
CNOXXHbIA, 12-3HauHbI Naposb

Ncnonb3ayiite pByx¢daKkTopHyIo
ayTeHTU$MKaLMIO Ha BaXKHbIX
pecypcax

NMpoeBepuTthb:

— Bbl 3HaeTe, uTO 3TO Takoe 1 Kak
npoBepuTb, KakoiA cTaHaapT
Mucnosb3yeT ceTb?

— Bbl 3HaeTe, rae v kak MOMEHSTb
naponb (1 YTO Takoe poyTep)?

— Ba)Hble pecypcbl umeloT
ABYX($aKTOpPHYI0 ayTeHTudukaumio?
Bbl ymeeTe ee ycTaHaBnuBaTtb?

16



PaspeneHue yyeTHbIX 3anucen
Ha KomnbloTepe

Cpenarb:

CospaiiTe ang Kaxporo
nonb3oBaTens (B T.4Y. Y1€HOB CEMbM
N/VnNn rocTeBylo) OTAENbHYIO
y4YeTHylo 3anuch

3awmTuTe CBOIO YUYETHYIO 3anuchb
Hape>XHbIM naposiem

17

NMpoeBepuTthb:

Bbl cmoxxeTe cospaTtb rocteBbie
y4YeTHble 3anucu Ha paboumnx
KomnbioTepax? A Ha NNYHbIX?

Bbl 3HaeTe, UTO Takoe Hape)XXHbIN
naponb? YmeeTe ux coctanaTtb? A
3anomMmnHaTb?

(nnu noBecunTe 6ymaxkky ¢ naponem
Ha XxonopunbHNK?)



BupTyanbHble mallnHbl ANs 3awmThbl
Ba>XHbIX KOPMNOPAaTUBHbIX PECYPCOB

Cpenarb:

YcTtaHoButb © (Hanpumep, Virtual
box)

Ecnun paboTaeTe Ha NIMYHOM
KOMMblOTEpe — CTaBbTe
BUPTYasibHYIO MalUNHY!

18

I Toot
9™ Ubuntu G
& Powered Off =

arn aorerne = 1en w10 Saraevaraney svvaes seygr

ot J 3 L £

bt g 9,

New  Seftings  Discord Start

B General B preview

Name: Ubuntu

Operating System: Ubuntu (84-bit)

Settings File Location: /Users/marius/
VirtualBox VMs/
Ubuntu

(8] System

Base Memory: 2048 MB

Processors: 2

Boot Order:  Optical, Hard Disk

Chipset Type: ICHS

Acceleration:  VT-x/AMD-V, Nested
Paging, PAE/NX, KVM

Paravirtualization
M pisplay
Video Momory: 128 MB
Acceleration: ' 30
Remote Desktop Server: Disabled
Recording: Disabled
il storage
Controller: IDE

IDE Secondary Master: [Optical Drive] Feren OS x64.iso (Inaccessible)
Controller: SATA
SATA Port 0: Ubuntu.vdi (Normal, 10,00 GB)




dOuwnHr

Cpnenarb:

NMpoeBepuTthb:

MpoBepbTe Ha apgpec oTnpaBUTENs U

TeKcT (rpaMoTHOCTb, POopMaT, KOHTEKCT)
— Bbl ymeeTe onpeaensaTtb

$dunwmHroeble nucbma? A
cnupduvumnHr?

He oTkpbiBaiiTe BNoXXeHUs B NTUCbMax OT
cny>x6 gocTaBKku

OcTopoxkHee ¢ NncbmMamm npo
KOpOHaBupyc

— Bbl moxeTe pacnosHaTb n
NPOTMBOCTOSITb MeToAaM

He npepocTaBngaiiTe B oTBET HAa NMCbMO coumnanbHoi UHXeHepun?
HUKaKUX AaHHbIX

Monb3yliTecb HapEe>XXHbIM 3aLUTHBIM
pelueHnem, KoTopoe pacrnosHaeT
BPEAOHOCHOE BJIOXKEHME U
3abnokupyeT PULLNHIroBbI/i cCalnT




O6HoBneHne NporpaMmMHOro
obecneueHus

Cpenarb:

[MpoBepsaiTe, He HaKoNMANCb N
HeaBTOMaTU4Yeckne obHoBNEeHUS, U
CBOEBpeMeHHO ycTaHaBnmsante unx!

NMepe3anyckaiTe komnbioTeEp,
YyTOObI aBTOMATNYECKME OBHOBNEHNS
Hayanu gpemncTeoBaTb

NMpoeBepuTthb:

PacnucaHue aBTomaTnyeckmx
obHoBneHunii gencteyeTt? A Ha
JINYHBIX KOMMbloTepax?

Bbl noHUmaeTe BaXxHOCTDb
obHoBneHuin? Jep>xnTte B ronose
HeobxoanMocTb NpoBepku?

Bbl noHMMaeTe, UTo Nnepesarpy3ka
KOMMbIOTEPA TOUYHO Hy>KHa 4Yalue
pa3a B mecay?

20



Hpyrve Ba>kHble NPUHLMMNbI 6e30MacHOCTU

O6ecneybTe Hann4vne n aKkTyasbHOCTb
aHTUBUpPYCA, B T.4. HA UCMONb3YyeMbIX AN
paboTbl nu4HbIX pecypcax. PerynapHo
CKaHMpYWNTe BeCb KOMMbIOTEP

CospaBaiTe pe3sepBHble KOnNuu

Ncnonbayiite VPN n wndposaHmne

PerynapHo o6HoBnsiTe NO

21

WNcnonbayiiTe pasHblie 6pay3epbl ans
paboTbl M NNYHbIX HapobHocTel. He
yCcTaHaBnMBanlTe naaruHbl B 6paysepbl

Jllo6yto cny>xebHyto nHpopmauumio
pa3meLLanTe ToNbKO Ha KOPNopaTUBHbIX
pecypcax. B kpaiHem cny4ae - Ha
nn4HbIX pecypcax (Google Drive nnp.) ¢
naponem



Hpyrve Ba>kHble NPUHLMMNbI 6e30MacHOCTU

] O6ecneybTe Hann4une 1 aKkTyanbHOCTb 5 Wcnonb3yiTte pasHblie 6pay3epbl gns

22

Y6epurtech, UTo:

— Bauw |IT roToB o6ecneunTb 3TN Mepbl

— COTPYAHUKU AECTBUTENbHO MOHUMAIOT, 3a4eM HY>KHa KaXaas N3 HAX
— COTPYAHUKUN YMEIOT NONIb30BaTbCS 3TUMN COBETaMI

— COTPYAHUKW AENCTBUTENbHO MU MONb3YIOTCS

4 PerynapHo o6Hoengiite MO




CpouHbie Mmepbl

UTto caenatb npsamo ceivac:

— pasownuTe NamaTKy

— npoBeanTe TPEHUHIN
(B T.u. nIcnonb3ys
6ecnnaTHble KypCbl
oT npodeccrnoHanos)

Mpumep:
«besonacHocTb B
>XN3HU N bnusHece»
kas.pr/free-course

kaspersky &g

Flexible working: how to stay secure
and safeguard business continuity
especially in challenging times

More and ies are g their employees 3 ing
implies ity rules the fact

is that the use of personallaptops and home Internet networks is much more dangerous than working
within a secure corporate network — and for a company's IT staff, the worklead increases significantly.

Security awareness has never been
more important

Regardiess of the type or size of the company, cybarsecurity problems sre aften
m
inanemal sndinadvertently installs malwere.

M = gg

Malware infection of Inapprop

Inappropriate IT resource sharing of

use by employees affects company owned devices data via mobile devices is
is 52% for enterprises and s 51% for enterprises and 48% for enterprises and
50% for SMBs 49% for SMBs 43% for SMBs

‘This kind of behavior.  incid:

The average financial mpact of

“One of the most relevant Responding to engoing,

spam campaigns we
recorded imitates

diverse threats

mailings from World ot
Health Or
Attackers send lettersin e s or - "

the name of WHO that

steal personal data and
organize false donations

for
e
future, prevention s alweys better than cure.

to fight the coronavirus.*

news, every dey.is focused on the pandemic, eyberthreats sre just waiting for their

Konstantinlgnatier, opportunity.
Headaf the Kazpersky web cortant
‘anaiysis groue. At the end of

ary this
the guise of coranavirus-relsted documents.

Act now

Memo for all staff:

Here's amemo you can send out right now to your employees and IT spec

Hold regular securky swarenses courses.

3 Ensurs thet af godgots with scceas othe corpurate
e hee 8 securtty sokition rtelied —

Setup tuo-factor authentication

£ Ueee VPN

Iook out for and

]
tablets, and laptops is stored In encrypted form.

Secure your home W-FIl Change your password and set-up
your friends e

Iy ke
‘sure that the firewall and antlvirus sof tware areinstalied and
o date, update programe and operating systems,

2 Dor Suck
and

ather information.

Tip-sheet to help safeguard your

k.
the risk of cyber incidents.

£ Equip your generalist IT specielists with the practical skils

a nd c
data with Cyberseeurity for [T Online (CITO) training;

adata PP
IT resource use by smployees is
$116K for SMBs and $1.195K for
enterprises

Whatever their size, when 8bUsiness expenences a cybersecurity attack. the finsncisl
the ne:

having to engsge in

Improving softwareLinfrustructure s 3
ExtraPR 3 s
Training. smox s

the Kaspersky Secusiy Auscensss raiieg I akasory
sbo your employees

ye
communcations, including developing snd splying

from th first lesson.

Cyber Theaats News: wiw sacurstizt com

www kaspersky.com

2000 K0 Kaapety . A e

g s e e gy
e

Kaupersky Incident Cornr

effectively during an incident.



https://kas.pr/free-course




OpawvH npumep: Kak genatoT

1. MoHann, yemy HayumTb 2. YnakoBanu Kypc 3. OTumranuco

3aI.IJ,I/ITa JJ,OMaLUHI/IX Wi_fi ceTeI‘/‘I KAK U3BEXXATb NEPEXBATA UHOOPMALIUU MOCPEACTBOM WI-FI?

— Kypc npownun 570
COTPYAHNKOB

Wireless Network: [ERgl Dt |

Network Name (SSID): HOME-D12F

— WcnonbayiiTe 3awmppoBaHHoe
no ctraHpapty WPA2
coeauHeHne

— CpepHunia pe3ynbTaT —
70%

Mode: 802 11 bighn ¥

Security Mode: [ WPAZPSK (AES
Open (s

— YcTaHoBUTE Ha BOCTYN K
poyTepy CNoXHbiiA, 12-3HauHbI
napoJsb

McnonbayiTe 3awudposaHHoe coeguHeHne

missmarple ——— m6Ssm@Rpl8$)

— Wcnonb3yiite aByxdaKTopHyto
ayTeHTUPUKALMIO Ha BaXKHbIX
pecypcax

BN EEE NN SN NN EEEEEEEEEEEEEEEEEEEEE
S EEE NS S NN NS SN NN EEEEEEEEEEEEEEER
GEEEEEE NN SN NN NN EEEEEEEEEEEEEEEEEEEEE



B peanbHoi XXN3HM NO nToram o6yyeHus:

../1uTo nonyvaeTtcs

NHdopmauus TepseTcs
NHpopmauusa 3abbiBaeTcs (pa n He
3anomMmuvHaeTcs)

3HaHune He TpaHchopmupyeTca B
aecteuve

Hyeeary
ABVX(AKTORHYIO
ayTEHTMIIMKALMIO

¥V meHd BooBG1LE HeT
WPA2, Ratam







Kak Mbl popmMmunpyem HaBbIKU

Haw nopxop 3akniovaeTcs B paboTe c 6a3oBbiMu 3abnyxxaeHusmn B obnactu Vb,
N3MeHeHNEeM BHYTPEHHe No3nLumm 1 ToNbKo 3aTeM — obecrneyeHne 3HaHnA,
BblpaboTka HaBbIKOB Y CMEHa NPUBbIYEK

dopmupoBaHue

pMup BoBneueHue O6yueHue 3akpenneHue

HaBbIKOB
— 9TO MHTEpPECHO — MUKPOJIEPHUNHI — §1 TOYHO NOoHAN?
— 9TO BaXHO — HenpepbIBHOCTb — 9 TOYHO 3anomMHun?
— 49 TOYHO B Teme? — aBToMaTu3auugd — 4 TOYHo genaio?
renmndurkaumns, ABTOMaTU3NpoOBaHHasg oHNaH-NnaTdopma
OHNanH-

MHTEepPaKTUBbI



BoBneueHue: oHNaliH-TPEHUHr
Cybersafety Management Game

CoBmeLlaeT «0byveHue n passneyeHmne»

dopmaTt 3aBUCUT OT Lenein:
— OHnaitH n aBTomatuanpoBaHHo (20-25 muH)
— OddnaiiH c TpeHepom (Ao 4 u)

Pesynbrar:

— MeHgeT oTHoweHne K kubepbesonacHocTu B
noBcepHeBHbIX pabounx npoueccax

— [loBbiwaeT MoTMBaLMIO YUMTbCS panblue

— B cpepHem 85% y4yacTHUKOB TpeHMHra rotoBbl
peKoMeHaoBaTb €ro CBOUM KoJsuieram

| have not chocked
my flash USB

since yesterday!
Better will check!




— S
— { K PSS :

— _ , — S
BoeneueHne: Kaspersky Interactive 3 —— R ST AT, 3o}{ '
Protection Simulation (KIPS) e i

KIPS — komaHaHas urpa, B KOTOpOin Hy>KHO
NPVHNMAaTb peLleHns, YTOObl OTPa3nTb aTakun
KnbepnpecTynNHUKOB U COXPaHUTb A0XOA Ballel
UrpoBON KOMMaHUW.

obyuarmowmxcs 3a ANNTCS urpa ot
urpy (po 300 WHCTpPYKTaxa go
KOHconen) pe3ynbTaToB

OLIEHUBAIOT Urpy Kak
KUHTEPECHYIO U

y>Xe NpoLUnm aTy urpy NPaKTUKo-
OPUEHTUPOBAaHHYIO»



Kaspersky Automated Security Awareness Platform
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ABTOMaTn3MpoBaHHas oHNalH-nNnatdopma
no obyueHunio knbepbezonacHoCcTH

k-asap.com/ru/



http://www.k-asap.com/ru/

1. YeTKo onpepenuTb 32
6e3onacHoe noeepeHue

E.D,I/IHa‘}I nporpamMmma OGY'-IGHI/ISI 300 NpPakKTN4YeCKUX MNKpoO-HaBblKOB
pass“'o%e + Y70 MOMET YrpOMaTh MOBA 3NEKTPOHHOM No4Te?
. )
\:\0"\\6 a"‘-“oo « Komy MOMHO co0BIWATE CBOR Naponk OT NoYTh?

N » YTo genaTk, ecnu Bawy INEKTPOHHYIO NOYTY B3NoManu?

Kakue naponu cnegyeT MCNonb30BaTh ANA CEOMX NOYTOBLIX
CEpBUCOB?

Moyemy ONA KOPNOPaTWBHOM M MMYHOW 3NEKTPOHHOM MOYTEI HYKHO
MCMoNb30BaTh Pa3Hble Napanun?

-

Jews

» HaKue 0aHHbIe He CTOMT OTNPABNATE MO 3MNEKTPOHHOM NoyTe?

PC Security

= Hauto oﬁpama‘rh BHMMaHKe, eCNiM Bac NPOCAT BEBECTH Naponk 0T
no4TOBOra aKHaYHTﬂ'?

» OnacHbl M CCBINKMW, COCTORLME TONMBKO M3 UMpp?

% « Bce nv BNoMeHWA B 3NEKTPOHHBIE NMCbMa CTOMT OTKPBIBATL?
Y,
e, i «© = Y4TO CTOMT CAENaTh B OTHOLWEHWM CBOMX NOYTOBLIX aKKaYHTOB yiHe
&
*sg we"“‘ cerogHa?



2. BoicTpouTb NocnepoBaTesbHbIA NYyTb 06yyeHUs

KpuBas 3abbiBaHUs 966MHraysa
50% MHorokpaTHOe NOBTOPEHME NPOYHO 3aKpennseT HaBbIKn
NEW LEVEL
20% ® Obliteration
1:1 [ ) Remembering after reinforcement I
==v
Interactive Reinforcement Test Simulated . NEXT TOPIC
lessons email/ case study phishing attack

@ooooéooo v

4 days later 3 days later 3 days later Level 1 topics
are studied
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3. icnonb3oBaTtb MYﬂbTMMOAaHbeIﬁ KOHTEHT, YTOObI 3aKpennuTtb HaBblK

NHTepakTnBHbIE YpOKIN TecTbl 3akpenneHue

EEEEEEEEEEEEEEEEEEEEEEE
Il Vodacom 7 10:32
@& k-asapeu

WHAT COULD HAPPEN IF MY PASSWORD IS TOO
EASY OR IF | FORGET IT?

¥ your password isnl complex encugh, 2 is easy o crack it. Once scammers can socess your work o personal
resources, they can carry oul all sorts of acts an your behalf

subject; ring your o5 15 5t
From: ASAP
To: userm(company name).com

15 pa 2

' e basls dxall Glodl 30

e Bl @blges ga yaial wigpe Lals caiyiidl gayma Uipe
pxiad Mg (Y1 s ple Baa) dsasiins al eliSly ccsml
a3l cazlpll 2l La J3asma dal sl

O &l 2900 LalS sl Cle ooty

S5 Gal e Gulgdusall raisall
Aaiilgly

P EE NN NN NN EEEEEEEEEEERE

gayxe a8l el (5l Jad (fazh ¥
p FURTFEPE TN WE LR 3 |
13025 Jiai ¥ 5gd 1) ioasiiu]
iSay cegi 51 Gaas 139 S o)

whe padall U8 was Ol clis

CvimynsaTop ¢puwmHra

R

ello John!

‘ou have registered a new account with Dropbax. If this was you,
hange your temporary password o a permanent one by following the
nk:

Reset your password

f you don't want o change your password, or If this request was made
y someane else, iImmediately go to the Securlty Center and cancel the
ction: scammers could be acting on your behalf.

‘-—

lease do not forward this message to anyone, otherwise your account
ecurity could be put at risk. In our help center, you will find detailed
security information

se with ease!

i



BbiBogbl

1 O6HoBngTE BCE 5 WNcnonbayinTe
MO perynsapHo BMPTYyasibHble MaLUVHbI
2 Wcnonbayiite 6 Paspenute yueTHble
CJIOXKHble 1 pa3Hble 3anncn
naponu. O6bHoBnsNTE
perynsipHo
3 Y6enutecs, HTo 7 MomHuTe 0 puwnHre
AomawuHasa wi-fi ceTtb
6e3onacHa.

PaboTaiiTte nog VPN.

4 YcTaHoBuTE 8 Mposeaute o6yueHne
aHTnBMpycHoe MO un COTPYAHNKOB,
HacTpounTe OpUEHTMPOBaHHOE Ha

3alMTHDbIN 3KPaH n3mMeHeHve nosegeHud



BepernTte cebs

Kaspersky Academy

kaspersky.com/awareness academy@kaspersky.com awareness@kaspersky.com

kkaspersky


https://www.kaspersky.com/enterprise-security/security-awareness
mailto:academy@kaspersky.com
mailto:awareness@kaspersky.com

